
Category: 
network 
 

Name: 
icmp 

 

Message: 

analyze the pcap file and find the flag. 

 

Instructions: 

Open the pcapng file with wireshark and check the contents. As the title of the challenge suggests, 

you can check ICMP communication between two hosts. It also turns out that the data payload part 

contains different data than normal ICMP packets. 

 

From its data format, it is clear that the payload data is BASE64 encoded. ICMP reply packets also 

contain the same data. The first step is to collect these data and attempt BASE64 decoding. You may 

find some commands. 

 



Next, check the response packet. In addition to the command confirmed in the previous 
step, you can see that it responds with data 1 byte at a time. 

 

Since dot (“.”) is a symbol that is not used in normal BASE64 and is only used in the last 
response packet, it is treated as a delimiter that indicates the end of response data. You 
can obtain FLAG by using the following script. 

 

 


