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Name: 
recovery 

 

Message: 

recover flag.txt. 

 

Instructions: 

Check the challenge.tar file. Several folders and json files are present. This is the backup file of the 

docker container. 

 

Check the docker log file b01f(snip)b172.json.” cryptor.py” has been executed and deleted. 

 
Next, as instructed in this challenge, look for flag.txt. flag.txt is easy to found, but it is encrypted. 

 



 
The “.git” exists in the same directory as flag.txt. Check “git status”. 

 

cryptor.py has been deleted from the commit. use the restore command to restore it. 

 

Cryptor.py is coded to create a key based on the time it was executed and the string 
received as the argument and xor the flag.txt. From the Docker log file, the argument and 
execution time can be determined.

 
Load the Docker image and check the timestamp just to be sure. 



 
The timestamp is “202410100338” and the argument is “CyberSeaGame”. 
The next step is to create the decryption script. Since a simple xor is used for the 
encryption logic, only the key of cryptor.py is rewritten to create decryptor.py. 

 

If you run this script, you will succeed in recovering the flag.txt file 

 


